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MNOJIO’KEHUE
10 OPraHM3aly U NMPOBeJAeHUI0 PadoT Mo o0ecneYeHuI0 0e30NMACHOCTH 3aIMIIaeMOoii
HH(poOpMALMU, HE COAeprKaIIel CBeIeHHs, COCTABJISIOIINE FOCYAAPCTBEHHYIO TAlHY,
npu ee 00padorke B nHGopmManuoHHbIx cucremax MII «Meanpemuym»

1. OBIIIUE NNOJIOKEHUSA

1.1. Hacrosmee IlonoxxeHue mo opraHu3alnuy U HPOBEACHUIO pabOT MO oOecreueHuIo
0€30MacHOCTH  3aluIIaeMold HHGOpMalMU, HE COAEp)Kallel CBEACHMS, COCTaBISIOLIUE
rOCyJapCTBEHHYIO TaiiHy, mnpu ee oOpaborke B HUHPOPMAIMOHHBIX cucTeMax MI]
«Meanpemuym» (nanee — [lonoxkenue) pazpaboTaHo B cooTBeTCTBUM ¢ DefepanbHbIM 3aKOHOM
ot 27 urons 2006 1. Ne 149-D3 «O6 nunpopmanny, HHPOPMANMOHHBIX TEXHOJOTHAX M O 3aIUTE
unpopmanun», DenepanbHbiM 3akoHOM OT 27 uronst 2006 . Ne 152-03  «O mepcoHaIbHBIX
JTaHHBIX», ToctaHoBieHUueM [IpaBurenscTBa Poccuiickoit @Deneparuu ot 1 HOsOps 2012 r.
Ne 1119 «OG0 yTBepkneHuN TpeOOBaHHUHA K 3allUTe MEPCOHATBHBIX JaHHBIX MPU UX 00paboTKe B
MH(POPMAIIMOHHBIX CHCTEMaxX IEePCOHAJIBHBIX JaHHBIX», IOcTaHOBIeHHeM [IpaBurenbcTBa
Poccuiickoit  ®eneparuu  oT 21 mapta 2012 1. Ne 211  «OO6 yTBEp»KIEHUU TEpPEUHA MeD,
HaNpaBJICHHbIX Ha OOecleYeHNne BBIMOIHEHUS 00s3aHHOCTEH, MPeayCMOTPEHHBIX DeepaabHbIM
3akOHOM «O MEPCOHATBHBIX JaHHBIX» M MPUHATHIMA B COOTBETCTBHHM C HUM HOPMAaTHUBHBIMU
MIPABOBBIMH aKTaMH, OTNEPAaTOPaMU, SBISIOMIMMHUCS TOCYAAPCTBEHHBIMU WIIM MYHHUIIUITATbHBIMA
opranamu», npukazoMm DenepasbHON CIyKOBl MO TEXHUYECKOMY M JKCIIOPTHOMY KOHTPOIIO
ot 18 depans 2013 r. Ne 21 «O6 yrBepkaenun CocTaBa U CoOJepKaHUS OPraHU3AIMOHHBIX U
TEXHUYECKHX MEp MO 00EeCreYeHUI0 0e30MacHOCTH MEePCOHATBHBIX JAHHBIX MPU UX 00paboTKe B
MH(POPMAIIMOHHBIX CHCTEMaxX MEePCOHAIBHBIX JAHHBIX», NMpuKazoM denepanbHON CiyXObI IO
TEXHUYECKOMY M D3KCHOPTHOMY KOHTpoito oT 11 gespans 2013 . Ne 17 «O6 yTBepkaeHuu
TpeboBanuii o 3amure uHOpPMAIMK, HE COCTABIAIONIEH TOCYIapCTBEHHYIO TalHY,
COoJIep KaIleiCcs B TOCYAapCTBEHHBIX WH(OPMAIIMOHHBIX CHCTEMaX».

1.2. Lens pa3pabotku HacTosmero [lonoxxenust — ycTaHOBIEHUE TOPSAKA OpraHU3aluy U
npoBeAeHus paboT Mo odecreueHN0 OE30MaCHOCTH 3alUIaeMoi HH(OpMaIuu, He CoIepKalIe
CBE/ICHUS, COCTABIIAIONIME TOCYAAPCTBEHHYIO TaillHy (nanee— 3amuiiaeMas HHpOpMaIms,
uHdopmanys), B uHpopManmoHHbix cuctemax (manee — MC) ML «Meanpemuym» (najnee —
YupexaeHue) Ha Bcex craausax (dTamax) cozmanus MC, B xolie ee DKCIUTyaTallid W BBIBOJA U3
AKCIUTyaTaluu.

1.3. (PykxoBomutens opranumszamuu) ML «Menmpemuym»  YupexaeHuss  HeceT
NEPCOHANBPHYI0O  OTBETCTBEHHOCTh 3a  obOecriedeHne  WHGPOPMAIMOHHOW  0e30MacHOCTH
YupexaeHus.

1.4. K zammmaemoit mHpopmanmu, obpadbareiBaemoit B C VYupexneHnus, OTHOCHTCS
cremyromas nHpopmanus:
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— MePCOHAJIBHBIC JIaHHBIC, COAepIKalIrecs B WH(MOPMAIIMOHHBIX CUCTEMax MEPCOHATBHBIX
JAHHBIX YUYPEKICHUS;

— uH(popManus, He cojAepikallas CBEJCHHS, COCTaBIISIIONIME TOCYIAapCTBEHHYIO TalHY,
coJiepKaliasics B rOCy1apCTBEHHBIX MHPOPMAIIMOHHBIX CUCTEMAX Y UPEKICHHUS.

2. TEPMUWHBI U ONTPEAEJIEHUSL

2.1. B nacrosmem [lonoxxeHnn UCTIONB3YIOTCS CIEAYIOIMNe TEPMUHBI U UX ONPEICICHHUS:

NudopmanmonHasi cucTeMa — COBOKYIHOCTh COJEpKaluxcsi B 0a3aX JIaHHBIX
uHpopmanuu 1 odecreynBaroux ee 00padoTKy HH(POPMAIIMOHHBIX TEXHOJIOTHIA U TEXHUYECKUX
CPEJICTB.

KonpunennuaabHocts uH@popManmum — o00s3aTEIbHOE JJISI  BBINOJHEHUS  JIUIIOM,
MOJIYYMBIIUM JIOCTYI K OTNpeneneHHod uHdopmanuu, TpeOoBaHHWE HE TepenaBaTh TaKylo
MH(pOpPMAaLIMIO TPETHUM JHIaM 0e3 coryiacus ee o0aaaares.

HecaHKIMOHUPOBAHHBIN J0CTYN (HECAHKUMOHUPOBAHHBIE AelCTBUSI) — JIOCTYI K
uH(bOpMAIMK WK ASUCTBHUS ¢ HHPOpMAIIME, HapyIlalolue MpaBuilia pa3rpaHUueHus T0CTYIIa C
MCIOJIb30BAHUEM LITATHBIX CPEJICTB, MPEIOCTABISIEMbIX HHPOPMAIMOHHBIMUA CUCTEMAMHU.

Oo0paGorka uHdopmanuu — naelictBus (omepanuu) ¢ uHPOpMaIuei, BKIOYas cOop,
3aMuCh, CHCTEMAaTHU3AIMIO, HAKOIUJICHHWE, XpaHEHUe, yTOYHeHHuEe (OOHOBJIEHUE, H3MEHEHHE),
W3BJICYEHUE, MCIOJb30BaHUE, TIepeaady (pacrnpocTpaHEHUE, NPENOCTABICHUE, JIOCTYII),
OJIOKMpOBaHMe, yAaleHUEe, YHUYTOXKEHUE NH(HOPMALIHH.

Omneparop — rpaxJaHuH WIH IOPUIXYECKOE JIULO, OCYIIECTBISAIOMINE EATEIbHOCTD 10
JKCIUTyaTallid HMH(QOPMAIMOHHOW CHUCTEMBbI, B TOM 4YHucie 1o o0paboTke wuHpopmaImy,
conepkaiieiicss B ee 0Oa3ax naHHBIX. B ciiydae o0paOOTKM TEpPCOHAIBHBIX JaHHBIX O]
OIIepaTOpPOM MOHMUMAETCS FOCYAAPCTBEHHBIN OpraH, MyHUIIMNAIbHBIA OpraH, IpUINYECKOe WU
¢duznyeckoe JUI0, CAMOCTOSTENFHO WM COBMECTHO C JAPYTUMHU JHUIIAMUA OpraHU3yIoIue U (Win)
OCYIIECTBIAIONINE 00pa0OTKy MEPCOHAIBHBIX JAHHBIX, a TAKKE OMPEACIAIONINE eI 00padoTKH
MEPCOHAIBHBIX JAHHBIX, COCTaB MEPCOHANbHBIX JAaHHBIX, MOAJEXAIIUX 00paboTKe, AEHCTBUS
(omeparyu), COBEpIIAEMBIE C TEPCOHATIBHBIMU TaHHBIMH.

Texuuueckne cpeacrsa HHGPOPMANMOHHON CHCTEMbI — CPEACTBA BBIYUCIUTEIBHOMN
TEXHUKH, HH(POPMAIMOHHO-BBIUUCIUTENIbHbIE KOMIUIEKCHI M CETH, CpEACTBA U CHCTEMBI
nepenayn, npuema u o0paboTku wuHPOpMANUMU (CpelcTBa M CHUCTEMBl 3BYKO3AIUCH,
3BYKOYCWJICHHUS, 3BYKOBOCIPOM3BEJICHHUS, TME€PErOBOPHbIE M TEJIIEBU3MOHHBIE YCTPOICTBA,
CPEICTBA HW3TOTOBJIEHUS, THUPAKUPOBAHMS JIOKYMEHTOB M JIpyrue€ TEXHUYECKHE CpEACTBa
00paboTKH peueBoil, rpaduyeckoii, Buaeo- 1 OyKBeHHO-IIU(POBOI HH(POPMALIH), TPOrPaMMHBIE
cpelcTBa (OMepaloOHHBIE CUCTEMbI, CUCTEMbI yNpaBieHUs 0a3aMH JAHHBIX U T.II.), CPEACTBA
3alIUThl HH(pOpMaLUN).

IlepconanbHble JaHHBbIE — J100ass UHPOpPMAIUS, OTHOCSIIASCS K MPSIMO WJIM KOCBEHHO
OIpe/IeICHHOMY WJIU OfpesiesiieMoMy (pusndeckomy JuIy (CyObeKTy MepCOHANbHBIX TAaHHBIX).

IHonb30BaTennb HHGpOpPMaILUOHHOMH CHCTEMBI — JULO, y4acTBYIOLIEe B
(GYHKIMOHMPOBAHUM  WH(GOPMALIMOHHOM CHCTEMbl MM  HUCHOJIb3YIOIllee pe3yJbTaThl e
(byHKIMOHUPOBAHHUSL.
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CpencrBa BbIYMCIUTENbHON TEXHUMKH — COBOKYIMHOCTh HMPOTPAMMHBIX U TEXHHMYECKHX
AJIEMEHTOB CUCTEM OOPAOOTKU JAHHBIX, CIOCOOHBIX (PYHKIIMOHHPOBATh CAMOCTOSTEIBHO WIH B
COCTaBe JPYTUX CUCTEM.

Yrpo3sl Oe3omacHocTH HWH(POPMANUM — COBOKYINHOCTh YCIOBHM U (DaKTOpPOB,
CO3/JAIOIIMX OMNACHOCTh HECAHKIIMOHHPOBAHHOTO, B TOM 4YHCJE CIy4alHOro, JocTyna K
uH(pOpMaLINK, Pe3yTbTaTOM KOTOPOTO MOXKET CTaTh YHHUTOXKEHHE, U3MEHEHUe, OJIOKMpOBaHUE,
KOIIMPOBAHUE, PAaCIPOCTPAHEHHE UH(POPMALINH, a TAKKE UHBIX HECAHKIIMOHUPOBAHHBIX AEHCTBUI
pu ee 00paboTKe B UHPOPMAITMOHHOW CHCTEME.

YHuuro:xxenue wuHpopManuM — JACUCTBUS, B pe3yibTaTe KOTOPBIX CTAaHOBUTCSA
HEBO3MOXHBIM BOCCTaHOBUTH COZiepkKaHUE MH(OpMalK B UHPOPMAIMOHHON cUCTEME U (UJIU) B
pe3ysibTaTe KOTOPHIX YHUUTOXKAIOTCS MaTepuaIbHble HOCUTENN HH(OPMAIIHIH.

YpoBeHb 3alMIIEHHOCTH NEPCOHAJIBbHBIX JaHHBIX — KOMIUJIEKCHBIM TOKa3aTenb,
XapaKTepu3yoIUi TpeOOBaHMS, MCIOJHEHUE KOTOPBIX OOecredyrBaeT HEHTpaIu3aluio
OTpEJICNIEHHbIX yTrpo3 OE30MAaCHOCTH TMEePCOHANBHBIX JAHHBIX TpH HUX 00paboTke B
MH(OPMALIMOHHBIX CUCTEMAX MEPCOHATIBHBIX JAHHbIX.

HensocTHOCT, MH(OPMALMH — CIIOCOOHOCTH CPEJCTBA BBIUUCIUTEIBHON TEXHUKHU WU
MH(OPMAIIMOHHON CHUCTEMBbl 00eCTIeYnBaTh HEU3MEHHOCTh HH(OPMAITUHU B YCIIOBUAX CIIy4aitHOTO
U (W) TpeIHAMEPEHHOTO UCKAXKECHHUS (pa3pyIIeHHs).

3. HOPAJTOK OPTAHU3AIIMU U ITPOBEJEHUS PABOT IO OBECITEYEHUIO
BE3OIMNACHOCTHU UH®OPMALIUHU

3.1. Tlonm opranmsanueit obecreueHrs 0€30MacHOCTH 3aluiaeMoil nHGOpMaIluu MpU ee
obpabotke B IC monumaetcst GopMUpPOBAHHUE U pean3aliis COBOKYIMTHOCTH COTJIACOBAHHBIX MO
e, 3aJa4aM, MECTy W BpPEMEHHM OPTaHM3aIl[MOHHBIX U TEXHUYECKUX MEPOIPHUSITHH,
HaIlpaBJICHHbIX HAa MHUHUMH3aLMI0 yiiepOa OT BO3MOXKHOM peayn3alii yrpo3 0e30MacHOCTH
3amuiiaeMod  MH(GOpMAaIMKM, peaTu3yeMbIX B paMKaxX CO37aBaéMOl  CHUCTEMBbI 3allUThI
undopmarmu (nanee — C31).

3.2. C3U BxmoyaeT B ce0s OpraHu3alMoOHHbIE U (WIM) TEXHUYECKHE MEPHI,
OTIpeJICNIEHHBIE C YUYE€TOM aKTyalbHBIX yrpo3 0e30MacHOCTH 3aluiaeMoi HHPOpPMAIUU, YPOBHS
3aIUIIEHHOCTH TEPCOHANBHBIX JaHHBIX (manee — I1/IH), KOTOpBIH HEOOXOAMMO OOECIICUUTH,
KJjlacca 3alUIIeHHOCTH TOCyIapcTBeHHOW uH(popMaionHoi cuctembl (nainee — [UC) wu
WH(OPMAIIMOHHBIX TEXHOJIOTHH, HCIToNb3yeMbIx B VIC.

3.3. besomacHocTh 3amuiaeMoit mHbopmaiuu npu ee obpadotke B MC obecneunBaet
YupexaeHne WIM JIMIO, OCYIIECTBISAIONIEe OO0pabOTKy 3amuiiaeMoil HHQPOpPMAIUU  T10
MOPYYCHHUIO YUPEKJICHUS Ha OCHOBAHHMH 3aKJIFOYaeMOI0 C 3THUM JIMIIOM JOTOBopa (Ianee —
YIIOJTHOMOYEHHOE JIHIIO). JIoroBOp MEXIy YUpeKIeHUEM M YIOJTHOMOYCHHBIM JIMIIOM JIOJDKCH
npeaycMaTpuBaTh  OOS3aHHOCTh  YIMOJTHOMOYEHHOTO  JIMIa  O0ecrnednTh  0e30MacHOCTh
3amuiaeMon napopmaruu npu ee oopadborke B UC.

3.4. 3ammra uHpopmarmu, cogepxameiics B UC, obecrieunBaeTcsi myTeM BBIMOJIHEHUS
VYupexxaenneMm TpeOOBaHMM K OpraHu3anuy 3amuThl uHpopMaimu, coxaepxamieiicas B UC, u
TpeOoBaHUI K MepaM 3auuThl nHpopmanuu, coaepxaiericsa B VIC.

3.5. VYupexneHuem Ha3HadaeTcs JIMIO, OTBETCTBEHHOE 3a OpraHU3aIMi0 00pabOTKU
MePCOHAIBHBIX JaHHBIX NMPHU UX 00padoTke B ML «Meanpemuym».
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3.6. Jlns obecnieyeHus: 6€30macHOCTH 3antuiaeMon nHdopmaiuu, conepxarnieiics B UC,
VYupexxJieHneM Ha3HavaeTcsi CTPYKTYpHOE TMOJpa3JeieHUE WM  JOJDKHOCTHOE  JIUIIO
(coTpynHUKH), OTBETCTBEHHOE 3a 3amuTy uWHGOpMAlMKM, HE COJepKalllell CBEeACHHUS,
COCTaBJISAIOIIME FOCYJaPCTBEHHYIO TaliHy, B MH(POpMalMOHHbIX cucteMax ML «Meanpemuym»
(manee — OTBETCTBEHHBIH).

3.7. Jlns mpoBeneHus paboT 1o 3amuTe UHPOPMAIUU B XOJ€ CO3[aHusl, SKCIUTyaTalluu U
BbIBOJIA U3 dKcIUTyaTtaiuu UC YupexaeHnrnem B COOTBETCTBUH C 3aKOHOAATENIbCTBOM Poccuiickoit
Qenepanu  pu  HEOOXOJIUMOCTH TMPUBJIEKAIOTCS OpraHU3allUM, HUMEIOIUE JIMIEH3UI0 Ha
JESTENIbHOCTh 10 TEXHUYECKOM 3ammuTe KOH(QUICHIIMAIbHON HH(POpPMAIMU B COOTBETCTBUU C
OdenepanpapiM 3aKk0HOM 0T 4 mast 2011 r. No 99-03  «O nuneH3upOBaHUH OTIEIBHBIX BUJOB
JeSITEIIbHOCTHU.

3.8. Ilpu HEOOXOAUMOCTH K OCYIIECTBICHHIO MEPOINPHUATHA TI0 OOHApYKCHHIO,
MPEAYNPESKICHUIO W JUKBHIAIMN ITOCICICTBUNA KOMITBIOTEPHBIX aTaK M pPEarupoBaHUIO Ha
KOMITBIOTEPHBIE HMHIMJIEHTH MOTYT MPHUBJICKAThCS CHEIUAIM3UPOBAHHBIE OPTraHMU3aIINU,
SBJITFOIIHAECS  aKKPEIUTOBAHHBIMU IIEHTPAMHU TOCYJAAPCTBEHHON CHCTEMBI OOHApYXEHUS,
MPEAYNPESKICHUS W JIMKBUIAIIMN TIOCIEACTBUI KOMIIBIOTEPHBIX aTaKk Ha WH(OPMAIMOHHBIC
pecypcnl Poccuiickoit denepannn (3a UCKIIOYSHUEM Cydasi, MPEAyCMOTPEHHOTO MOJIIMTYHKTOM
«0» myHkta S5 VYkaza Ilpesunmenta Poccwmiickoit ®enmepammm ot 1 wmas 2022 1. Ne 250
«O MOTMOTHUTENBHBIX Mepax Mo obecnedeHnio WHGOpMaMOHHOW Oe3omacHocT Poccuiickoit
deneparumny).

3.9. s obecnevenus 3anuThl uHOpManmu, coaepxkamieiics B MC, mpuMmeHsroTCS
CpeJICTBa 3alIUThl WHOOPMAIIMU, TPOIIEANINE OIEHKY COOTBETCTBHSA B (popMe 00s3aTeIIbHOM
cepTudUKaIMi Ha COOTBETCTBUE TPEOOBAHUSM MO 0€30MacCHOCTH MH(GOPMAIMU B COOTBETCTBUU
co crateeil 5 denepanbHoro 3akoHa ot 27 aexadbpsa 2002 r. Ne 184-03  «O TexHUUYECKOM
PETYITHPOBAHUNY.

3.10. 3amura nnpopmanuu, coaepxauieiics B UC, aBnsgercsa cocTaBHON 4acThio paboT 1o
co3mannio M dkcruryatanun MUC u obecrieumBaeTcsi Ha BCeX CTaqusX (dTamax) ee CO3JaHwus, B
XO0JIe JKCIUTyaTalldid W BBIBOJA M3 OKCIUTyaTallud ITyTEM MPUHSATHUS OpPraHU3allMOHHBIX U
TEXHUYECKHX Mep 3alluThl MH(OpMalMK, HANpaBIECHHBIX Ha OJIOKHpOBaHHE (HEUTpanu3aluio)
yrpo3 6e3omacuoctu nHpopmanuu B UC, B pamkax C3U.

3.11. Opranu3anMoHHbIE M TEXHUYECKHME MEpPbl 3alUThl MH(OPMAIMK, peanu3yeMble B
pamkax C3U, nomkHbI OBITH HAITPABJICHBI HA UCKITIOUEHHUE:

— HETMPaBOMEPHBIX JOCTYyIa, KOMHUPOBAHUS, NPEIOCTABICHUS WU PACIPOCTPAHEHUS
uHpopmanmu (obecrieyeHue KOHPUACHIIMATBHOCTH UHPOPMAIUN);

— HETMPaBOMEPHBIX YHUUTOXEHHs WiH MojaudunupoBaHus uHdopmarmu (obecrieueHue
LEJIOCTHOCTH HH(OpMaIiN);

— HEMpaBOMEpPHOTO  OJokupoBaHus  uHpopmaruu  (oOecredyeHne  JOCTYIMHOCTH
uHpOpMAIHH).

3.12. Jlna obGecnedyeHus: 3amuTbl uHGoOpmaruu, coxaepxaimieiics B WC, mpoBoasTcs
CJIeIYIOIINE MEPOIIPUSATHUS:

— dopMupoBaHue TpeOoBaHM K 3amuTe nHGopmaiuu, cogepxanieiics B UC;

— pazpabotka C3U;

— BHeapenue C3U;
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— arrectauusa C no tpeboBanusM 3amuthl uHGopmaiuu (naiee — arrectamus MC);

— obecniedueHue 3auuThl HHGOPMAIUHU B X0JI€ dKCIUTyaTanuu arrectopanHoit C;

— o0ecrnieyeHue 3alUThl HHGOPMAIIMU TIPU BBIBOJIE M3 IKCIUTyaTanuu arrecroBanHoi MC
WJIM TI0CJIE IPUHATHUS pelleHuss 00 OKOHYaHUU 00pabOTKH UH(pOpMALUK.

3.13.B mensix ocCylecTBIE€HUsS MOHUTOPUHTA, MPEIYCMOTPEHHOTO TOJIMYHKTOM «BY»
nyakta 5 VYkaza Ilpesunmenra Poccuiickori ®emepammm ot 1 wmas 2022r1. Ne 250 «O
JOTIONTHUTENBHBIX Mepax Mo obecrnedueHuo HHPOpMAIMOHHONW Oe3omacHocTH Poccuiickoi
Ddeneparny, TOJHKHOCTHBIM JIMIAM OpraHoB ¢efepaabHOM cllyXObl 6€30MaCHOCTH pa3peliaeTcs
OecnpensTCTBEHHBIA JOCTYII (B TOM YMCIIE YAAJTICHHBIN) K MPUHAJICKAIUM Y YPEXKACHUIO JTUO0
UCIIONIb3yeMbIM  YUpexJeHHeM HHPOPMAlMOHHBIM  pecypcaM, JOCTyn K  KOTOPBIM
oOecreynBaeTcsl MOCPEICTBOM HCIOJIb30BaHUS MH(DOPMAIIMOHHO-TEIIEKOMMYHUKAIIMOHHOW CETH
«HTEpHET.

3.14. OtBercTBeHHBIN 3a oOecriedeHre HWH(POPMAIMOHHONW OE30MACHOCTH OCYIIECTBISET
OpraHU3aIMI0 U KOHTPOJIb UCTIOJIHCHHUS:

— yKa3aHu#, JaHHBIX OpraHamu QeaepalbHOW CIyXObl O€30MacCHOCTH MO pPe3yJibTaTam
MOHHUTOPHHTA,;

— OpraHU3aIlMOHHBIX U TEXHUUYECKUX MEp, PEIICHHE O HEOOXOAMMOCTH OCYIIECTBIICHUS
KOTOpBIX TpuHATO DenmepanbHOM cimyk00it Oe3zomacHoctn Poccmiickort  ®enepanuu  u
@DenepanbHON CIYKOOM MO TEXHUYECKOMY UM SKCIOPTHOMY KOHTPOJIIO B TMpeAeNiax ux
KOMITETCHIIUU U HAIMIPABIICHO B aJpec YUpeKICHHUS.

4. POPMUPOBAHUE TPEBOBAHU K 3AIIIUTE UHOOPMAIINN,
COJEPKAIIENCS BUH®OPMAIIMOHHOM CUCTEME

4.1. ®dopmupoBanue TpeOoBaHui K 3amure uHpopmammu, coaepxkamieiics B UC,
OCYILIECTBIISAECTCS Y UPEKICHUEM.

4.2. ®opmupoBaHue TpeOoBaHMi K 3amurte uHpopManuu, coaepxkaimeiics B UC,
BKJTFOYACT:

— MPUHATHE PEIICHUSI 0 HEOOXOAMMOCTH 3alUThl HHGOpMaInu, coaepxariieiics B UC;

— xiaccudukanuo MUC mo TpeGoBaHusSM 3amuThl WHGOPMAILIUU, OMPENEICHHE YPOBHS
samuiiennoctu [1/In npu ux o6padorke B UC;

— ompejieliecHne yrpo3 0e30MacHOCTH HWH(OpMaIMK, pealu3anusi KOTOPBIX MOXKET
MPUBECTHU K HapylieHuto 6e3onacHoctd nHGopmarmu B UC, u pa3paboTky Ha X OCHOBE MOJEIH
yrpo3 6e3omacHoCcTH HHGOPMAITUH;

— omnpeaenenue TpedoBanuit k C3U.

4.3. Tlpu npuHATUM pelICHUs] 0 HEOOXOAUMOCTH 3alTUThI HH(OPMAIIUHU, COAEPIKAIICHCS B
NC, ocymecTBasercs:

— ananu3 ueneit coznanus C u 3agau, pemaemsbix 3toit UC;

— ompenenenue nHGopmanmu, nmojiexanieit oopadorke B C;

— aHaJIU3 HOPMATUBHBIX NPABOBBIX aKTOB, METOJAMYECKHUX TOKYMEHTOB M HAIMOHAJIBHBIX
CTaH/IapTOB, KOTOPBIM J0KHA cOOTBeTCTBOBaTh MC;

— NpUHATHE pelieHus o HeoOxoaumoctu co3ganus C3U, a takxke ompeneseHue 1eyier u
3amau 3anuThl MHpopmammu B UMC, ocHoBHBIX 3TanoB co3ganus C3UW u ¢yHKUMA 10
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oOecrneyeHuIo 3auIuThl nHopmanuu, coaepxaieics B C.

4.4. Pesynbratel knaccudukanuu UC ohopMItsatoTcst akToM Kilaccu UKy,

4.5. PesynbraThl omnpexaeneHus ypoBHs 3amuiieHHocTH [1/[n mpu ux oGpabotke B UC
0 OPMIISIFOTCSL aKTOM OIPEAEIIEHUS YPOBHS 3aIUIIIEHHOCTH.

4.6. Yrpossl Oe3omacHOCTH HWH(OpPMAIIMM ONPEACIAIOTCS TI0 Pe3yJIbTaTaM OIECHKU
BO3MOXHOCTEH (TMOTEHIMada) BHEIIHUX W BHYTPEHHUX HApYIIUTENEH, aHaan3a BO3MOXKHBIX
ys3umocteid MIC, BO3MOXHBIX CHOCOOOB pealv3ali yrpo3 0e30MmacHOCTH WH(GOpPMALMH U
MOCIICJICTBUN OT HapylIeHHs CBOWCTB Oe3zomacHocTH HHGoOpManuu (KOH(GUIECHIIUATBHOCTH,
1EIOCTHOCTH, JJOCTYITHOCTH).

4.7. B kauecTBe MCXOJHBIX JAHHBIX JJIs ONPENEIEHUsl YIpo3 0€30acCHOCTH MH(POpMaLun
HCIIOIBb3YyeTCsl 0aHK JaHHBIX yrpo3 6e3onmacHocTy nHpopManuu (bdu.fstec.ru), BeneHne KOTOporo
ocymectBisercss PCTIK Poccun.

4.8. Tlpu ompeneneHUM yrpo3 0e30MacHOCTH WHGOPMAIUU YYUTBIBAIOTCS CTPYKTYPHO-
byHkimonanbHpie Xapakrepuctuku WC, Brimrodaromme cTpykTypy u coctaB UC, duszmueckue,
Joruyeckue, (PyHKIIMOHAJIbHBIE M TEXHOJIOTMUECKHE B3aMMOCBI3U Mexay cermeHtamu UC, ¢
uapiMu  UC ©u  wHQOpPMANMOHHO-TEIEKOMMYHUKAIIMOHHBIME  CETSAMH, PEKUMBI  00pabOTKH
unpopmanimn B MUC u B ee OTHENBbHBIX CETMEHTax, a Takke HHble Xapakrepuctuku HC,
pUMeHsieMble HH()OPMAIIOHHBIE TEXHOJIOTUH U OCOOEHHOCTHU €€ () yHKIMOHUPOBAHUSI.

4.9. Tlo pesyapTaTaM oOIpeaeieHUs yrpo3 0Oe3omacHocTH HWHGOpPMAIMU  IpHU
HEOOXOIMMOCTH  pa3palaThIBAIOTCS  PEKOMEHJAIMM 1O  KOPPEKTUPOBKE  CTPYKTYpPHO-
¢byHkumoHanbHbIX Xapaktepuctuk HWC, HampaBieHHble Ha OJOKMpOBaHUE (HEHUTpaIU3alUIO)
OTJIENBHBIX YIpo3 0e301macHOCTH WH(GOPMAIIUH.

4.10. Moaenb yrpo3 6e3onmacHOCTH MHPOpMAIMK JOJIKHA cofepkarh onucanue MC u ee
CTPYKTYpPHO-(QYHKIIMOHAJIBHBIX XapaKTEepUCTHUK, a TakkKe OMNHCaHhe Yrpo3 0e30macHOCTH
uHpOpMaIMK, BKIIIOYAIOIIEe OMMCAHWE BO3MOXKHOCTEH HapymuTened (MOJeNb HapyIIMTENs),
BO3MOXHBIX Yysi3BUMocTeid MC, cnocoboB peanusanuu yrpo3 0e3onmacHOCTH HHGOPMALUHU U
MOCTIEICTBUI OT HapyIIEHUs] CBOMCTB 0€30MacHOCTH UH(opMaLuu.

4.11. TpeboBanus k C3U omnpenensitoTcss B 3aBUCUMOCTH OT Kiacca 3amumenHocta UC,
ypoBHa 3ammiieHHocty [1J[n npu ux obpabotrke B UC u yrpo3 Oe3omacHOCTH MHGOpPMALINH,
BKJIFOUEHHBIX B MOJIEINIb YTPO3 0€30MacHOCTH NH(POPMAIIUH.

4.12.Tlpu omnpeaenenun TpeboBanuil k C3U y4UTHIBAIOTCS TMOJNOXKEHUS TMOJUTHKU
YapexaeHus B OTHOIICHHH 00pabOTKH MEepCOHATbHBIX JaHHBIX.

5. PABPABOTKA CUCTEMBI 3AIIUTBI UH®OPMAILIUN

5.1. Pazpabotka C3U opranuzyercst YupexxIeHUEM.

5.2. Paspabotka C3U ocymiecTBisieTCS B COOTBETCTBUM C TEXHUYECKUM 3aJaHUEM Ha
co3nanve C31 1 B TOM 4ucie BKIIOYAET:

— npoektupoBanue C3U;

— pa3paboTKy dKCIUTyaTallMOHHON AoKyMeHTauuu Ha C3U;

— MakeTupoBanue u rectupoBanue C3U (mpu HEOOXO0IUMOCTH).

53. C3U He nmomKHA WPENSATCTBOBATH JOCTHKEHHIO meied co3manms MC u ee
(GYHKIIMOHUPOBAHUIO.
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5.4. Tlpu pazpabotke C3U yuuthiBaeTcs ee MH(OOPMALIMOHHOE B3aUMOJIEHCTBUE C UHBIMU
NC u nadopmMaioHHO-TETEKOMMYHUKAMOHHBIMH CETSMHU.

5.5. Ilpu npoexrupoBannu C3U ocyiiecTBISIOTCS CAEAYIONINE MEPOIIPUSTHS:

— OMPENENSAIOTCS TUIBI CyOBEKTOB J0CTYyMA (M0JIH30BATENH, MPOLIECCHl U UHBIE CYOBEKThI
noctyna) U OOBEKTOB JOCTyMa, SBIAIOMIMXCA OOBEKTaMM 3alluThl (YCTPONCTBA, OOBEKTHI
GbaiiIoBOi cUCTEMBI, 3allyCKaeMble U HUCIHOJHSEMbIE MOJYJIU, OOBEKThl CHUCTEMBI YIPaBIICHUS
0a3zaMu JaHHBIX, OOBEKTHI, CO3JaBaEMble MPUKIATHBIM IPOrpPaMMHBIM OOECIEUYEHUEM, HHBIE
OOBEKTHI IOCTYTIA);

— OTPEACIIAIOTCS. METO/IbI YIIPABIEHUS TOCTYIOM (IUCKPEIMOHHBIN, MaHIaTHBIHN, pOIeBOH
WIN UHBIE METOJIbI), TUIIBI AOCTYyNa (YTEHHUE, 3aIIUCh, BHIMOJIHEHUE WM WHBIE THIBI JOCTYyNA) U
MpaBUJIa pa3rpaHUYeHUs] JOCTYINA CYObEKTOB JOCTyNa K 0ObEKTaM JIOCTyIa (Ha OCHOBE CIUCKOB,
METOK 0€30MacCHOCTH, pOJiel U MHBIX MpaBUl), Mojyiexamue peanusanuu B UC;

— BBIOUpAIOTCS MEPBI 3alUTHI HH(pOpMAIUK, ojyIexkaniie peanuzanuu B C3U;

— ONpEAENAIOTCS BHUJBI W THUIBI CPEACTB 3allMThl HMH(QOpMAIUHU, O0OECleunBaroIIne
pean3aIio TEXHUYECKUX MEP 3allUThl HH(POpMAIuy;

— omnpeaensercs cTpykrypa C3U, Bkitoyas coctaB (KOJTUYECTBO) M MECTa Pa3MEIECHUS €€
AJIEMEHTOB;

— OCYIIECTBIIIETCA BBIOOp CPEACTB 3allUThl MHGOpPMAIMU, CEePTUPUIMPOBAHHBIX Ha
COOTBETCTBUE TPeOOBAHMUSIM 1O OE30MACHOCTH HH(GOPMALMHK, C YYE€TOM HUX CTOUMOCTH,
COBMECTHUMOCTH ¢ MH(POPMAIMOHHBIMU TEXHOJIOTUSMH M TEXHUUYECKHUMH CPEJICTBAMU, (DYHKIIHIA
0€30MacCHOCTH ATUX CPEJCTB U OCOOCHHOCTEH WX pealn3aliM, a TakkKe Kiacca 3allulIeHHOCTH
NC, ypoBus 3amumenHoctu [11x npu ux o6padotke B UC;

— ompenendoTcs TpeOoBaHUS K MapaMeTpaM HACTPOMKM MporpaMMHOrO obOecredeHus,
BKJIIOYas MporpaMMHoe oOecriedeHre CpeAcTB 3alluThl HHPOpMaluu, oOecrednBaroe
peanu3anuio Mep 3amuThl WHGOpPMAIMK, a TaKXkKe YCTpaHEeHHe BO3MOXHBIX ys3Bumocteil MC,
MPUBOSAIINX K BOSHUKHOBEHHUIO yTpo3 6€30MacHOCTH HHPOPMALIUH;

— OMpEAEIAIOTCS MEphI 3alIUThl HHPOpPMAUU pU MH(OOPMALIMOHHOM B3aWMOJAECHCTBHUU C
unbiMu IC 1 nHOpMaLInOHHO-TEIEKOMMYHHKAI[HOHHBIMU CETSIMH.

5.6. PesynbraTel mpoexktupoBanus C3U oTpaxkaroTcs B MPOEKTHOW JOKYMEHTAllUU Ha
ncC.

5.7. Ilpm OTCYTCTBUH HEO0OXO0IMMBIX CpPEACTB 3aILUTHI UHpOpMaIHH,
cepTU(PUIMPOBAHHBIX Ha COOTBETCTBUME TpeOOBaHMUSIM 1O OE30MACHOCTH HH(OpMaINH,
opranm3yercs paspaborka (1opaboTka) Cpe/CcTB 3aIUThl MHOPMAIUA U UX CEePTH(UKAIUS B
COOTBETCTBMH C  3aKOHOAATeNbCTBOM  Poccuiickon ®Deaepauvii  WIM  ITPOU3BOJIUTCSA
KOppeKkTHpoBKa MpoekTHbIX pemeHud no MC u (unu) ee C3U ¢ ydyetoM (yHKIHMOHAIBHBIX
BO3MOKHOCTEH MMEIOIINXCS CePTU(GUIIMPOBAHHBIX CPEACTB 3aIUTHl HHPOPMAIIHH.

5.8. PaszpaboTka »kcmyaTanimoHHOM nokymeHtanmu Ha C3U  ocymiecTBiseTcs B
COOTBETCTBUU C TEXHUYECKUM 3aJlaHueM Ha co3aanue C3MU.

5.9. Tlpu makerupoBanuu u TectupoBanuu C3U B TOM uncie ocymecTBISIOTCS:

— IpoBepka pabOTOCIOCOOHOCTH U COBMECTUMOCTH BBIOPAHHBIX CPEICTB 3alllUTHI
uHbopMaIK ¢ THPOPMAITMOHHBIMU TEXHOJOTUSIMHU M TEXHUYECKUMH CPEICTBAMU;

— MIPOBEPKA BBITIOJIHEHHS BRIOPAHHBIMU CPEACTBAMHU 3aIIUTHI HHGOPMAIUK TpeOOBaHHUM K
C3U;
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— KOPPEKTUPOBKA MPOEKTHBIX PELIEHUH, pa3paboTaHHbIX NpH co3nanuu C3U.
5.10. MaketupoBanne C3U um ee TecTHpOBaHHUE MOXKET MPOBOJUTHCS B TOM YHCIE C
UCIOJIb30BAHUEM CPEJCTB U MeTO10B MojaenupoBanust IC u TexHoIorui BUpTyan3anuu.

6. BHEAPEHUE CUCTEMBbI 3AIUTHI THOOPMALIU

6.1. Baenpenue C3U opranusyercs YUpexacHUEM.

6.2. Buempenue C3U  ocymecTBiusieTcss B  COOTBETCTBUM C  MPOEKTHOM U
JKCIUTyaTallMOHHOM fokymeHTanuend Ha C3U u B ToM 4duciie BKIIOYAET:

— YCTaHOBKY M HaCTPOMKY cpeAcTB 3amuThl nHpopmanuu B UC;

— pa3pabOTKy JIOKYMEHTOB, OIPEACIAIOIMX MpaBWia M MPOLEAYPbl, pealn3yeMble
Yupexnaenuem g obecriedueHus 3amutel nHopmaruu B UC B xoze ee skcrutyaTanuu (aanee —
OpraHU3aIMOHHO-PACTIOPSAUTEIBHBIE TOKYMEHTHI MO 3aIUTe HH(OPMAIIHH);

— BHEJPEHUE OpraHU3alMOHHBIX MEP 3alUThl HHPOpMAIUH;

— npeaBapuTenbHble ucnbsitanus C3U (mpu He00X0AUMOCTH);

— onbITHYIO 3KcrutyaTtanuo C3U (nmpu HeoOX0IUMOCTH);

— ananus ys3Bumoctein UC u npuHsaTHe Mep 3aliuThl HHPOPMAIIUHU 10 UX YCTPAHEHHUIO;

— npuemoyuHble ucnsitTanusg C3U (mpu HE0OXOAUMOCTH).

6.3. YcraHoBKa M HacTpoiKa cpeAcTB 3amuThl HHGopMmanuu B UC 1omKHA TPOBOAUTHCS
B COOTBETCTBUHU C DKCIUTyaTallMOHHOW JokyMeHTtanuend Ha C3U u mokymeHTanuei Ha CpeAcTBa
3aIUThl HH(pOPMAIIIH.

6.4. PaspaOaTbiBaeMble OpraHU3aLMOHHO-PACTIOPSIUTENIbHBIE JOKYMEHTBHI 110 3aIluTe
MH(OPMALIMU JOJIKHBI ONPEIEATh MPaBUiia U MPOLEAYPbI:

— TUTAHUPOBAHUS MEPONPUATHI 1o 3anuTe nHpopmaruu B UC;

— ynpasieHus (aamuHuctpupoBanus) C3U;

— BBISIBJICHUS] MHLUJCHTOB (OJHOTO COOBITHS WM TPYHIBI COOBITHI), KOTOPHIE MOTYT
MPUBECTH K cO0AM uiu HapyueHuto ¢pyHkunoHupoBanus MC u (MM) K BOSHUKHOBEHUIO YTPoO3
0e30macHOCTH MHpOpMalnH (J1aliee — MHUUJEHTHI), U pearipoBaHus Ha HUX;

— yrnpasieHus KoHuryparnueit arrecroBanHoit IC u C3U,

— KOHTpOJISI 32 o0ecreyeHreM YpOBHS 3alIMILIEHHOCTH HWH(OpMaiuu, cojaepxkaiencs B
% (O

— uHbopMupoBaHus 1 00yueHus nepconana NUC;

— 3aIIUTHI HH(GOPMAIUH TP BBIBOAE U3 dKcruTyaTanuu MC unu nocie NpuHITHS peleHUs
00 oKOHYaHUU 00pabOTKU MH(DOPMALIHH.

6.5. Ilpu BHeApeHUH OpraHU3alMOHHBIX MEP 3alUThl HHPOPMAIMU OCYIIECTBIISIOTCS:

— peanu3auys NpaBWJI pa3rpaHUUYEHUs] JIOCTYIA, PErJaMEHTUPYIOLIMX IpaBa J0CTyHa
CyOBeKTOB JocTyna K OOBeKTaM JIOCTyNa, W BBEJIEHHUE OrpaHUYCHU Ha JeHCTBUSA
MoJIb30BaTeNeil, a Takke Ha W3MEHEHHE YCJIOBHH SKCIUTyaTallMM, COCTaBa M KOH(UTypamuu
TEXHUYECKUX CPEJCTB U MPOrpaMMHOI0 00eCrieueHus;

— IpOBEpKa MOJIHOTHl U JIETATbHOCTH OMHUCAHHUS B OPraHU3allMOHHO-PACTIOPSAIUTEIbHBIX
JOKYMEHTax IO 3amuTe WHPOpMAIuu NEeHCTBUN Toib30oBareiel n aamuHHcTpaTopoB MC mo
peanu3aiiy OpraHu3alMOHHbIX Mep 3alIUThl HH(OPMALINH;

— OTpabOTKa JACUCTBUN JOJKHOCTHBIX JIMII W TOJpa3/ieJIeHuid, OTBETCTBEHHBIX 3a



peanu3aluio Mep 3aluThl HHPOpMaIUH.

6.6. IIpeaBapurensvubie ucnbiTanus C3U BrIOUarOT mpoBepKy padborocniocodHoctn C3U,
a TaKoKe MPUHSATUE PELISHUsI O BO3MOXXHOCTH ONBITHOM 3KcruryaTanuu C3H.

6.7. OmnsiTHas skcruryatanus C3U BximtouaeT mpoBepky ¢yHknmonupoanus C3U, B Tom
YlCJIE€ PEAJM30BAHHBIX MEp 3allUThl MHMOpMAlUU, a TaKKE TOTOBHOCTh IOJIb30BATENEH U
aJIMUHHCTPATOPOB K dKciuryatanuu C3U.

6.8. Amnamu3 ys3Bumocteil UC mpoBOANTCS B HENSIX OLEHKH BO3MOXKHOCTH TPEOIOJICHUS
HapymuteneMm C3U u npepoTBpamieHus peanu3aiuu yrpo3 6€30macHocTd nHdopMmauu. AHaius3
ysi3BumocTedt UC BiiIroYaeT aHaian3 ys3BUMOCTEH CPENICTB 3alUThl HHPOPMAIUHU, TEXHUYECKUX
cpeacts U nporpammuoro ob6ecneuenuss MC. Ilpu anammse yssBumocreir MC mposepsieTcs
OTCYTCTBUE HM3BECTHBIX YSA3BUMOCTEH CPEACTB 3alIUThl MH(OPMAIMH, TEXHHUYECKHX CPEICTB U
MPOrpaMMHOTO OOECIeYeHHs, B TOM 4HCIe C Y4eToM HHQPOpMAIUU, HUMEKIIeHcT Yy
pa3pabOTYMKOB M TOJIYYEHHOHM U3 JPYyrux OOIIENOCTYNHBIX HCTOYHUKOB, MPABHIBHOCTh
YCTaHOBKHM U HACTPOUKH CPEJCTB 3aIIUThl HHPOPMAIIUU, TEXHUYECKUX CPEJCTB U MPOTPAMMHOTO
oOecrieyeHusl, a TakKe KOPPEKTHOCTh paboThl CPEACTB 3allUThl HH(OpMAIMM TpH  UX
B3aMMO/JICHCTBUN C TEXHUYECKUMHU CpPEICTBAMU U MPOTpaMMHBIM obOecrneueHueM. B ciyuae
BbIsiBNICHUST ysa3BuMmocted MC, mnpuBOAAIMX K BO3HHUKHOBEHHUIO JIOMOJHUTENBHBIX yIpo3
0e30MacHOCTH MH(pOPMAIIMK, TPOBOJAUTCA YTOUHEHHUE MOJIENH YIpo3 0€30MacHOCTH MH(POpMALUH
U TpU HEOOXOAMMOCTH TMPUHUMAIOTCA JOIMOJHUTEIbHBIE MEpPhl 3allUThl HUH(OpMAINH,
HAIpPaBJICHHbIE HA YCTPAaHEHWE BBISIBICHHBIX YSI3BUMOCTEH WM HCKIIIOYAIONINE BO3MOXKHOCTh
WCIIOJIb30BAHMSI HApyILIUTEJIEM BBISABICHHBbIX ys3BuUMocTed. Ilo pesynapTaTam  aHanusa
ySI3BUMOCTEH JOJKHO OBITh OATBEPkKACHO, yTO B IC OTCYTCTBYIOT YyA3BUMOCTH, COAEPIKAIIUECS
B Oanke naHHBIX Yrpo3 OesomacHoctn uHbpopmaruu PCTOK Poccum, a Takke B HHBIX
MCTOYHUKAX, WK UX UCTIOIb30BaHUE (IKCIUTyaTalisl) HAPYIIUTEIEM HEBO3MOKHO.

6.9. Ilpuemounsie ucnbiTanuss C3U BKIIOYAIOT MPOBEPKY BHIMIOJHEHUS TPEeOOBaHUU K
C3U B COOTBETCTBUH C TEXHHYECKHUM 3ajaHueM Ha co3ganue C3U.

7. ATTECTALIUSI UHOOPMAIIUOHHON CUCTEMBbBI

7.1. Arrectanus C nmpoBoauTCs Ha ATaAIe €€ CO3/IaHus WK Pa3BUTHS (MOJEPHU3AIIUN) U
MpeayCcMaTpUBaET MPOBEACHNE KOMITJIEKCAa OPTraHM3aI[MOHHBIX M TEXHUYECKHX MEPONPHUSTHI U
paboT (aTTeCTallMOHHBIX HCHBITAHUN), B PE3yJIbTaTe KOTOPHIX MOATBEPXKIAETCS COOTBETCTBHE
HNC TtpeboBanusM 1o 3ammre WHPOpPMAMKA B YCIOBUSX €€ OKciuryaranuu. Jlomyckaercs
nposeaeHue arrectanuu MC Ha dTame ee SKCIUTyaTallMy B CiIyvae, e€Clu YUpeKIeHHEM TPUHSTO
pemenre 06 06paboTke 3amuiiaeMoi HHpopManuu nociae BBoja B akcrryaramuio VC.

7.2. Jlns mpoBeneHWs]  ATTECTAIMOHHBIX  HCIBITAHUH  YUpexkJeHWE IPHUBIICKACT
OpTaHU3aINI0, UMEIONIYIO JTUIICH3UIO Ha OCYIIECTBICHUE JCSITETLHOCTH IO TEXHHUECKOH 3aIIuTe
KOHpHUACHIIMAIBHON uHpopManmu (C MpaBOM MpoBeneHUs padOT M OKa3aHHs YCIAyr IO
aTTeCTAIlMOHHBIM HCTBITAHUSIM M aTTeCTAlldd Ha COOTBETCTBHE TPEOOBAaHUSAM IO 3allUTe
uHpopmanmn), Berganayto ®CTOK Poccun B coorBerctBuu ¢ [lomoxkeHnem o JIHIIEH3UPOBAHUN
AESITETPHOCTH TIO0 TEXHUYECKOW 3aIiuTe KOH(PHUACHIUAIbHOM HH()OPMALNHU, YTBEP)KICHHBIM
noctanoBjieHueM [IpaButennscTBa Poccuiickoit @eaepanuu ot 3 pespainst 2012 r. Ne 79 (manee —
OpraH 1o aTTecTaluu).
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7.3. Cpoxk npoBenenus: pabot no arrectauuu MC ycraHaBnuBaercs YUpekJIeHUEM I10
COTJIACOBAHHUIO C OPTaHOM I10 aTTECTALMH, HO HE MOXKET MPEBBIIIATH YETHIPEX MECAILIEB.

7.4. TlpoBenenue arrecTalMOHHBIX uchbITaHuit WC  AOMKHOCTHBIMHM  JIMIIAMH,
OCYIIECTBIAIOMIMMU TTpoekTupoBanue u (win) saeapenne C3U UC, ve nomyckaercs.

7.5. Jlna mpoBeneHus pabOT MO aTTECTAlUM Y UPEKJCHUE MPEJCTABISIET B OpPraH Mo
aTTeCTallUU CIIEAYIOIINE JOKYMEHTBI WM UX KOMUU (IO PEIICHUI0 YUpexIeHUs TOKYMEHTHI (UX
KOITMH) MOTYT OBITH MTPEACTABIICHBI B OPTaH 110 aTTECTAIUN B BUJIE MJICKTPOHHBIX JOKYMEHTOB):

— texunyeckuid macnopt Ha UC mo ¢opme cormacuo mpunoxenutro Ne 1 k ITlopsaky
OpraHM3aly U MPoBeJeHUs paboT Mo aTTecTaluy 00beKTOB HH(POPMATU3AIUKA Ha COOTBETCTBUE
TpeOOBaHUAM O 3amTe UWHGOPMALMM OrPAHMYEHHOTO JOCTYIA, HE COCTAaBJISAIOLIEH
TrOCYJapCTBEHHYIO TaiiHy, yTBepkaeHHoMy mpukazom DPCTIOK Poccum ot 29 anpens 2021 r.
Ne 77,

—akt kinaccupukammu HMC mo ¢opme cormacHo npunoxenuto Ne3 k  Ilopsaky
OpraHM3alluyu U MPOBEJCHUS paboT Mo aTTecTalui 00beKTOB HH(POPMATU3AIUKA HA COOTBETCTBHE
TpeOOBaHUSAM O 3amuTe HHPOPMAIMKM OTrPaHUYECHHOTO JIOCTyIa, HE COCTaBISAIONICH
TOCY/IapCTBEHHYIO TaifHy, yTBepkiaeHHomy mpukazoM OCTIK Poccum ot 29 ampens 2021 r.
Ne 77,

— aKT KaTerOpupOBaHUs 00BEKTAa KPUTHUECKON HH(MDOPMAIIMOHHON HHOPACTPYKTYPHI (€CIu
attecryemasi MIC sBisieTcst 00beKTOM KpUTUYECKON HHPOPMAIITMOHHOM HHMPACTPYKTYPHI);

— aKkT onpeAeneHus ypoBHs 3amuiieHHocTH I[I/ln mpu ux o6paborke B UC (mpum
obpaboTtke B artectyemoit C I1/1n);

— MoJieNb Yrpo3 6e30nacHOCTH HH(OpMALINH;

— TEXHUYECKOE 3aJaHue Ha co3faHue (pa3Butue, moacpHu3anuio) MC u (uau) dacTHOE
TEXHUYECKOE 3aJlaHue Ha co3JlaHue (pa3BUTHE, MOJAECPHU3ALINIO) CUCTEMBI 3aIIUThl HHPOpMaALUU
nc,;

— IpOeKTHas JOKyMEHTalus Ha cucremy 3amuThl uHpopmarmun HC (B cioyuae ee
pa3pabotku B xoje co3aanus MC);

— DKCIUTyaTallMOHHAsl JOKYMEHTalus Ha cucreMy 3amuTtel wuHpopManuu HWC wu
MIPUMEHSIEMbBIC CPE/ICTBA 3aIIUTH HHPOPMAITUH;

— OpPraHM3aAIMOHHO-PACTIOPSIUTETIFHBIE  TOKYMEHTBl 1O  3amure  WHGOpMAIUH
VYupexaeHusi, periiaMeHTUpYolIue 3amuty uHopmanuu B Xxoae skciutyatauuu MC, B Tom
quclie TUIaH MEpONpUATHH 1Mo 3ammurte uHpopManuu Ha MC, TOKyMEHTBI IO TOPSIKY OIICHKH
yrpo3 0e30macHOCTH WHGPOPMAIUHU, YMPaBICHUIO (aAMUHUCTPUPOBAHUIO) CHUCTEMOW 3alllUThI
uHpopmanuu, ynpasieHuto koHpurypauueir IC, pearupoBanrio Ha UHLIUJIEHTHI 0€30MaCHOCTH,
MHOOPMHUPOBAHUIO M  OOYUEHHIO TIEpCOHANa, KOHTPOJO 3a O0ECHeueHUEM YPOBHS
3aIUIIEHHOCTH NH(popManuH (fajiee — TOKyMEHTHI 110 3aluTe nH(opMaIim);

— JIOKYMEHTBI, CoJIep)Kalllie pe3yiabTaThl aHamuza ysa3sumocted MC u mpueMOodyHBIX
UCTIIBITAaHUNA cUCTeMBI 3aiuThl nHGopMaruu MC (B ciayyae nmpoBeIeHHs aHAIN3a U UCTIBITAHUN B
xoze co3aanus NC).

7.6. Atrecraiuss MUIC mpoBoaMTCS B COOTBETCTBUM C MPOrPaMMONM WM METOJMKAMHU
aTTECTAllMOHHBIX HUCHbITaHWid. [IporpamMmma W METONMKHM aTTECTAIMOHHBIX HWCIBITAHUA
pa3pabaTbIBaeTCsi OpraHOM IO aTTeCTalMM B COOTBETCTBUM ¢ [lopsinikoM opraHuzauud u
IIPOBEJIEHUs padoT MO aTTecTaluu 00BEKTOB MH(POPMATU3ALMHA HA COOTBETCTBUE TPEOOBAHUSAM O
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3amuTe MHPOPMAIMU OTPAHMYEHHOTO JIOCTYIa, HE COCTAaBJISIONIEH TOCYJapCTBEHHYIO TalHY,
yrBepxaeHHbIM TpukazoM O®CTIK Poccum ot 29 anpens 2021 r. Ne 77, u coriiacoBbIBaeTCs C
VYupexaenrneMm. B Xxome aTTeCTallMOHHBIX HCIBITAaHUN OpraH MO aTTeCTallid MOXKET BHOCHUTh
U3MEHEHHSI B NPOrpaMMy U METOJUKH AaTTECTALIMOHHBIX MCIBITAHUN 110 COIJIACOBAHUIO C
YupexaeHuem.

7.7. B mporpaMMy M METOJIMKH HCIBITAHUN JODKHBI OBITH BKIIOYEHBI CJIEAYIOLIUE
METO/1bI POBEPOK (HCIIBITAHUI):

— DKCHEPTHO-TOKYMEHTAIbHBIA METOJ, MPeayCMAaTPUBAIOIINNA MPOBEPKY COOTBETCTBHUS
C31U UC ycraHoBIEeHHBIM TpeOOBaHUSM MO 3aliUTe HHPOPMALMM HA OCHOBE OLIEHKH
AKCIUTyaTallMOHHOW JOKYMEHTallMd, OPTraHU3allMOHHO-PACTIOPSAUTENbHBIX JOKYMEHTOB I10
3amuTe HHGOpMaInK, a TaKke ycinoBuid Gpynkunonuposanus UC;

—a”aim3 ysa3suMocter MC, B TOM 4YHMCIE€ BBI3BAaHHBIX HENPABWIBHON HACTPOUKON
(koHpUTYpHpPOBAHUEM) IPOTPAMMHOTO OOECIIEUCHHS M CPEICTB 3aIIUTH MHGOPMAIIUU;

—ucnbitanusgs C3U myTeM OCYIIECTBICHUS TMOIBITOK HECAHKIIMOHHPOBAHHOTO JOCTYIIa
(BoznetictBus) k UC B 06x07 ee C3M.

7.8. Homyckaercsa arrectaiusi UC Ha ocHOBE pe3yibTaTOB aTTECTAIMOHHBIX MCTIBITAHUMN
BBIJIETICHHOTO Habopa cermeHtoB HWMC, peanusyrommx TMOTHYI0 TEXHOJOTHIO 00paboTKu
uHpopmanmuu. B 3ToM citydae pacnpocTpaHeHHE aTTecTaTa COOTBETCTBUS HA JPYTHE CETMEHTHI
NC ocymecTBisieTcss MpH  YCIOBUM HMX COOTBETCTBUSL cerMeHTam WC, mnpomenmmm
aTTecTalluOHHble HchbITaHus. CerMeHT cuuTaercs CcooTBeTcTByOmMM cermeHty HWC, B
OTHONIIEHUH KOTOPOTO OBLIM TPOBEAEHBI ATTECTAIMOHHBIE WCIBITAHUS, €CIH JIJIs yKa3aHHBIX
CErMEHTOB YCTAaHOBJIEHbI OJJMHAKOBBIEC KJIACChl 3aIIMILEHHOCTH, YPOBHHU 3aIIMILIEHHOCTH, YPOBHU
Ba)KHOCTH, YTpO3bl 0€30M1aCHOCTH UH(POPMAIIH, PeaTU30BaHbl OJJUHAKOBbIE MPOEKTHBIE PELICHUS
no UC u ee C3U. B cermentax MC, Ha KOTOpbIE pacHpoCTpaHAETCs aTTECTaT COOTBETCTBUS,
Yupexxennem oOecreunBaeTcsi COOJIOICHHE SJKCIUTyaTallMOHHOW JokymeHTauuun Ha C3U u
OpraHU3aMOHHO-PACTIOPSAUTENBHBIX JOKYMEHTOB 10 3aIIUTe HH(OPMALIUH.

7.9. Ocob6ennoctu arrecranuu MC Ha OCHOBE pe3ysIbTaTOB aTTECTAIIMOHHBIX MCTIBITAHUN
BBIICIEGHHOTO Habopa ee CerMEHTOB, a TaKXKe YCIOBHUS U MOPSIOK PaclpoCTpaHEHUs aTTecTaTa
cooTBeTcTBUs Ha Jpyrue cermeHTsl MC nomKHbBI ObITH OINpeNeseHbl OPraHoOM M0 aTTecTaluu B
MporpaMMe U METOJIMKaX aTTeCTAllMOHHBIX UCIIBITAHUH, 3aKIFOYEHUU U aTTECTATE COOTBETCTBHUS.

7.10. B xone aTTeCTallMOHHBIX HCHBITAHUN YUpeKIeHUE MOXET BHOCUTh U3MEHEHHUS B
NC, B TOM unciie B apXUTEKTypy €€ CHCTeMBI 3aluThl nHpopmarnmu, B nensx npusenenus MC B
COOTBETCTBHUE C TPEOOBAHUSAMU MO 3a1UTE UHPOPMALIUH.

7.11. Tlo pe3ynbTataM aTTeCTAlMOHHBIX UCIIBITAHUM YUpexeHue MojydaeT OT OpraHa 1o
aTTECTALUU CIEAYIOLIUE JOKYMEHTHI:

— 3aKJIIOUEHHUE TI0 pe3yNbTaTaM aTTecTalMOHHbIX ucnbiTanuii UC,;

— MPOTOKOJI IO pe3yJibTaTaM arTecTalmoHHbIX ucnbiTanuid UC.

7.12.B cnyyae Hanmuuyusi B TOJNYYEHHBIX YUpEXKJIEHHEM OT OpraHa IO aTTecTaluu
3aKJIIOYEHUH UM TIPOTOKOJE CBEJECHHUH O HAJIMYUMM HEIOCTAaTKOB (HECOOTBETCTBHM CHUCTEMBI
3anmthl nHGOpManuu WC TpeboBaHHMsIM 1O 3ammre UHGOpPMAIHMH) YUPEKICHHE OICHHBACT
BO3MOXHOCTb UX ycTpaHeHHs B mpouecce arrectauuu MC u, npu BO3MOXHOCTH, 00ecrieyuBaeT
ux ycrpanenue. [lo pesynpTaraMm ycTpaHeHus BceX 0003HAYEHHBIX B 3aKIIOYCHHH U MPOTOKOJIE
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HE/JIOCTATKOB YupexaeHue oQopMisieT W HanpasiseT B aJpec OpraHa IO aTTecTaluu
yBeZOMJIEHUE 00 yCTpaHEHUU HEJAOCTATKOB JJISI OLIEHKU KauecTBa UX YCTPAHEHHUS.

7.13.Tlo pe3ynpraTaM OLIEHKHM KauecTBa YCTPaHEHMs HEOCTATKOB OpraH IO aTTeCTalluu
MOBTOPHO O(OPMIISIET M HAIIPABJIAET B aApeC YUPEKIECHUS 3aKII0UEHUE, B KOTOPOE BKIFOYAOTCS
CBEJEHUSI 00 yCTpaHEHUM YUPEKIECHUEM BCEX BBISBICHHBIX HEJAOCTATKOB, a TaKXe JeNaeTcs
BBIBOJI O BO3MOXXHOCTH BbIJIauMl aTTecTaTa COOTBETCTBUS TPEOOBaHMSM IO 3alIUTe MHPOPMALUU
(manee — arrectat coorBeTcTBuUs1) HAa UC.

7.14. YupexxaeHue B ciydae HECOIJIaCHsl C BBISBJICHHBIMH OpPraHOM II0 aTTeCTalluu
HEJOCTaTKAMHM M BBIBOJAMHM, COACPKALIMMHCS B 3aKIIOYEHUU W IPOTOKOJIAX, HAIPABISIET B
TedeHre S5 pabouux AHEW C MOMEHTa IOJIYYEHMs 3aKIIOYEHHS U IMPOTOKOJIOB MUCBMEHHOE
obpameHue ¢ obocHoBaHueM Takoro Hecoriacus Bo @CTIK Poccun.

K oOparienuto npunaratoTcsi B 3J1€KTPOHHOM BHJI€ KOIIMU CIIEIYIOIIHX JTOKYMEHTOB:

— TexHnueckuil nacrnopt Ha 1C;

—akt knaccupukanun HWC mno ¢dopme cormacHo npunoxenutro Ne3 k Ilopsanky
OpraHM3aluy U MPOBEJEHUS paboT Mo aTTecTaluy 00bEKTOB MH(POPMATU3ALUKA Ha COOTBETCTBUE
TpeOoOBaHMAM O 3amUTe MHQOPMALMK OTrPaHUYEHHOIO JIOCTYyNa, HE COCTaBJISAIOIICH
TOCY/IapCTBEHHYIO TaiHy, yTBepkaeHHoMYy mpukazom OCTIK Poccum ot 29 ampens 2021 r.
Ne 77,

— aKT KaTeropupoBaHus 00bEeKTa KpUTHUECKOM NH(OpMaMOHHON HHPACTPYKTYpHI (eciu
atrecryemas UC sBnsercst oobextom KNUN);

— akT ompezaeneHus ypoBHs 3amumieHHocTH [I/ln mpu ux ob6paborke B NC (mpum
oOpaboTtke B artectyemor C I1/1n);

— IIPOrpaMMBbl M1 METOJIMKHU aTTeCTalUOHHBIX ucnblTanuil C;

— 3aKJIFOYEHUS U IPOTOKOJIBI.

7.15. ®CTOK Poccuu mnpoBOAUT OIEHKY MPEICTABICHHBIX TOKYMEHTOB Ha MpeaMeT
COOTBETCTBUS MPOBEJECHHBIX OPraHOM IO aTTECTAllMU aTTECTALIMOHHBIX MCIBITAHUI W BBIBOJOB,
COJIepKaIUXCsl B 3aKJIFOUEHUH, TPEOOBAHUSIM 10 3amuTe UHpopmanuu U nojoxenusm [lopsaka
OpraHu3alluy U MPOBEJIEHHU PadoT MO aTTecTaluu 00BEKTOB HH(POPMATH3AIMHA HA COOTBETCTBUE
TpeOOBaHMAM O 3amUTe MHGOPMALMU OTPaHUYEHHOIO JIOCTYyNa, HE COCTaBJISAIONICH
rOCYJIapCTBEHHYIO TaiiHy, yTBepxkiaeHHoro mnpukazoM GCTIK Poccum ot 29 anpens 2021 r.
Ne 77 B Teuenue 10 kaneHaapHbIX IHEH ¢ MOMEHTa moyrydeHus: oopamenus. Ilo cormacoBanuio ¢
VYupexnennem padotauku @CTIK Poccun (Teppuropuansroro oprana @CTIK Poccun) moryr
MIPOBECTU KOHTpOJbHbIe HcnbiTaHus Ha MC B coorBeTcTBUM c myHkTamu 15 u 16 ITlopsaka
OpTraHu3alliy U MPOBEJCHHUS PadoT MO aTTecTaluu 00BEKTOB MHPOPMATH3AIMHA HA COOTBETCTBHE
TpeOOBaHUAM O 3aumTe UWHGOPMALMM OrPAaHMYEHHOTO JOCTYIa, HE COCTaBJISIOLIEH
TOCy/IapCTBEHHYIO TaiHy, yTBepkaeHHoro mpukazom DCTOK Poccum ot 29 ampens 2021 r.
Ne 77. Tlo pesynbraram onenku ®CTOK Poccun (teppuropuanshsiii opran @CTIK Poccun)
HaIpaBIIseT:

— B OpraH IO aTTeCTallid YBEAOMJIEHHE O HEOOXOAMMOCTH YCTPAaHEHHS BBISBICHHBIX
HEJOCTaTKOB B YyKa3aHHbI B yBeJoMJieHMHM cpokK. Komus yBemomieHHsI HarpaBisieTcs
VYupexxaenuto. Opran mo arrectauuu oOs3aH yCTpaHUTh HeJocTaTKH, BbisABIeHHbIE OCTOK
Poccun mo pesynbraTam OLEHKM JOKYMEHTOB, B YKa3aHHBIA B YBEJIOMIIEHUU CPOK U O(POPMHTH
aTTecTaT COOTBETCTBUS (€CIM YCTAaHOBJIEHO HECOOTBETCTBME ATTECTALIMOHHBIX HCIBITAHUN



13
U (WJIK) BBIBOJOB, COJEPKALIMXCS B 3aKJIIOYEHUU WJIM MPOTOKOJIAX, TPeOOBAaHUSAM MO 3alIUTe
uHpopmanmu win llopsaka opraHuzanMu M TPOBENEHUS padOT MO aTTecTalud OOBEKTOB
uH(poOpMaTU3aIlMM HAa COOTBETCTBHE TpPEeOOBAaHUSM O 3alUTe HHPOPMAIMU OrPAaHUYECHHOTO
J0CTyla, HE COCTaBISAIOIIEH TOCYJapCTBEHHYIO TailiHy, yTBepxkaAeHHoOro mnpukazom GCTIK
Poccum ot 29 anpenst 2021 1. Ne 77).

— pe3ynbTaThl NPOBEACHHOM OLEHKH YUpEeXKIACHUIO [UIsl YCTPaHEHUsT HEOOCTATKOB,
BBISIBJIEHHBIX OPraHOM IO aTTeCTalluy (E€CIW IO pe3yJibTaTaM OLEHKH MOJATBEPKJIEH BBIBOJ
opraHa IO AaTrTeCTalliM O HEBO3MOXXHOCTU BbIJaYM AaTTeCTaTa COOTBETCTBUS, AaTTECTAaT
cootBeTcTBUs HA C opranom mno arrectaniuu He OPOPMIISETCS).

7.16.Ilocne momywyenuss arrectara cooTBercTBus Ha MC oT oprana mo arrectanuu
Yupexaenne moxeT moiaydutb oT PCTIK Poccun (trepputopuansroro oprana @CTIK Poccun)
3aKJIIOUYEHUE, CO/IepIKAIIEe OMMCAHUE BBISIBJICHHBIX MO pPe3yJbTaTaM KCIEPTHO-TOKYMEHTAIbHOMN
OLICHKH MaTepuasoB, MMPEACTABICHHBIX OPraHOM I10 aTTECTALMH, HEJJOCTATKOB U PEKOMEHAALNU
no ux ycrpaHeHuto. B cnyuae nmomyuenus or ®CTIK Poccum (TeppuropualibHOro oprana
OCTOK Poccun) Takoro 3akitoueHusi YupexaeHHe 00ecleunMBaeT yCTPAaHEHHUE BBISABICHHBIX
HEJJOCTaTKOB B COOTBETCTBUU C BBIAAHHBIMU PEKOMEHJALMAMH B YKa3aHHBII B 3aKIIOYEHUU
cpok. OO0 yctpaHeHuu HemoctatkoB Yupexaenue wuHpopmupyer DCTIK  Poccun
(teppurtopuanbubiii opran @CTIK Poccun). Heyctpanenue HemoctaTkoB, BeisiBIeHHBIX DCTOK
Poccun (tepputopuansueiM opranoMm @CTOK Poccum), B ykazaHHBI B 3aKIIOYEHHH CPOK
ABJIIETCS OCHOBAHHMEM JIJIsl IPUOCTAHOBIIEHUS JeHCTBUS aTTecTara coorBeTcTBus Ha VIC.

7.17. ATTecTaT COOTBETCTBHUS BBIIAETCS Ha BeChb Cpok akcruryaranuu UC. YupexaeHue B
xoje akcruryatanuu MC obecrieunBaeT moanepxky coorBerctBusi C3U aTtrecTtaty COOTBETCTBUS
B paMKax peaju3aluud MEpONpUITHH, MpeaycMOTpeHHbIX NMyHKTOM 18 TpebGoBanuil o 3amure
uH(pOpMAIINK, HE COCTABISIONIEH TOCYIapCTBEHHYIO TaliHYy, COACPIKAIIEHCS B TOCYIaPCTBEHHBIX
UH(POPMAIIMOHHBIX  CUCTEMax, YyTBEePXKICHHBIX npukazoM dDenepanbHoil  CiyxkObl 1O
TEXHUYECKOMY M 3KCHOpTHOMY KOHTpouto oT 11 dpespans 2013 r. Ne 17.

7.18. [leiicTBue arrecTaTa COOTBETCTBHS MOXeT ObITh npuoctanoBieHo @CTIK Poccun
(repputopuanbibiM opranoMm ®CTOK Poccum) B ciydasx, NpelyCMOTPEHHBIX HYHKTOM 34
[Topsiaka opraHu3zaniu U MPOBEAEHUS paldOT MO aTTecTallud OO0BEKTOB MH(POPMATH3ALMH Ha
COOTBETCTBUE TPEOOBAHUSAM O 3aIIUTE UHPOPMALMH OTPAHHUUYEHHOTO JOCTYTIA, HE COCTAaBIIAIOIIEH
TrOCYJapCTBEHHYIO TaiiHy, yTBepxkKaeHHoro mnpukazom DOCTIK Poccum ot 29 anpens 2021 r.
Ne 77. Vwupexnenue npekpamaer skcruryataudto MC co 1nHA ToMydyeHUs YBEAOMJIEHHUS O
MIPUOCTAHOBJIEHUH JEHCTBUS aTTECTATa COOTBETCTBUS.

7.19. JleiicTBue arTecTata COOTBETCTBUS MOXKeT ObITh B0300HOBIeHO DPCTIK Poccum
(repputopuansueiM opranoM PCTIK Poccum) B ciaywasx, HpeayCMOTPEHHBIX ITYHKTOM 38
[Topsiaka opraHu3anil U TPOBEACHUS PadOT MO aTTecTaluu OOBEKTOB HMH(OpPMATHU3alMU Ha
COOTBETCTBUE TPeOOBAHUAM O 3alUTe UHGOPMALIUKA OTPAHUYEHHOTO JIOCTYIIA, HE COCTaBIISAIOIIEH
TOCy/IapCTBEHHYIO TaiHy, yTBepkaeHHoro mnpukazom DCTOK Poccum ot 29 ampens 2021 r.
Ne 77. Yupexnaenne Mmoxxer B0300HOBUTH 3kciutyaTanuto MC co aHs monydyeHust yBeAOMIICHUS O
BO300OHOBJICHUU JICUCTBUS aTTeCTaTa COOTBETCTBUS.

7.20. [leficTBue arrtecTata COOTBETCTBUSI MOXkeT ObITh mpekpameno PCTIOK Poccum
(repputopuasibibiM  opranom ®CTIK Poccun) B ciiydasx, IpeayCMOTPEHHBIX MyHKTOM 40
[Topsiaka opraHu3anil U TPOBEACHUSA PAaOOT MO aTTecTaluu OOBEKTOB HMH(OpPMATHU3alUU Ha
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COOTBETCTBUE TPEOOBAHUSM O 3aIIUTE UHPOPMAIIMH OTPAHHYESHHOTO JOCTYIA, HE COCTABJISIOIICH
TOCY/IapCTBEHHYIO TaiHy, yTBepkaeHHoro mpukazom DCTOK Poccum ot 29 ampens 2021 r.
Ne 77. Vupexnenue mnpekpamaer skciuryatanuio VC co IHSA TONy4YeHUS YBEJOMIICHHS O
MPEKpaIICHNU JeHCTBHS aTTeCTaTa COOTBETCTBUS, €CIIU JICUCTBUE aTTeCTaTa COOTBETCTBUS paHee
He ObLIO IPUOCTAHOBJICHO.

7.21. B ciay4ae yTpaThl aTTecTaTa COOTBETCTBUS YUPESKICHHUE BIPaBe 0OpATHTHCS B OpraH
M0 aTTeCTallid C 3asBICHHWEM O Bblade nyOimKaTa arrectara coOoTBeTcTBUA. JlyOmmkar
aTTecTaTa COOTBETCTBUS BBIIACTCSI OPTAHOM I10 aTTECTAIlMH C MOMETKON «J]yOnmmKkaT, opuruHai
aTTecTaTa COOTBETCTBHS MPU3HACTCS HEJICHCTBYIOLITIM.

8. OBECIIEYEHHUE 3AIIIUTHI UHO®OPMAIIUU B XOJIE DKCIINIYATALIUU
ATTECTOBAHHOM UH®OPMAIIMOHHOM CUCTEMBbBI

8.1. Obecneuenue 3ammThl MHQOpPMALMU B XOJA€ JKCIUTyaTauuu arttecroBaHHon HC
OCYILIECTBIIACTCS YUPEKICHUEM B COOTBETCTBUU C AKCIUTyaTallMOHHOW JoKymeHTanuend Ha C3U
U OpraHU3allMOHHO-PACIIOPAIUTEIbHBIMU JOKYMEHTAMH 10 3aIIuTe UH()OPMAIlMU U B TOM YHUCIIE
BKJIFOYAET:

— IUTAaHUPOBAHHUE U KOHTPOJIb MEPOIPUATHI 10 3amuTe nHpopmanuu B UC;

— IUIAHWPOBAaHUE MEPONPHUATHH IO NPOBEIECHUIO BHYTPEHHHUX IIPOBEPOK pexXHUMa
00pabotku u 3amuthl [1/10 B Yupexnenuu;

— aHanu3 yrpo3 6e3onacHocty nHpopmanuu B UC;

— ynpasienue (aamuHuctpuponanue) C3U;

— BBISIBJICHME MHLUJEHTOB U pEarupoBaHUE HA HUX;

— ynpasnenue koHpuryparueit UC u ee C3U;

— uHdopMupoBaHue u ooydenue nepconana UC;

— KOHTPOJIb 32 O0ecredYeHHeM YpOBHS 3alIMILIEHHOCTH HWH(OpMaiuu, coaepxkaiiencs B
ncC.

8.2. B xome mnnaHupoBaHus MeponpusTHii 1o 3amute uHpopmamuu B MC
OCYLIECTBIISACTCS:

— OIpEeZENIEHUE JIMI, OTBETCTBEHHBIX 3a IIJJAHUPOBAHWE U KOHTPOJIb MEPOINPHUATHI MO
3amute nHpopmanuu B UC;

— OIpezieNIEHUE JINLI, OTBETCTBEHHBIX 3@ BBISIBJICHUE MHIIMICHTOB U pEarupoBaHUE Ha HUX;

— pa3paboTKa, YTBEpXKJACHHE M aKTyalu3alMs IUJIaHa MEpONPHUATUH MO  3aluTe
unpopmanmu B UC;

— ONpe/eNIeHne ToPsAKa KOHTPOJIS BBIMOJIHEHUSI MEPONPUATUI N0 3aIIUTE UHPOPMAIINH B
NC, npenyCMOTpEHHBIX YTBEPKICHHBIM IJIAHOM.

[TnanupoBanue mepornpusTuii o 3aunmre nHpopmaru B C U KOHTPOIb BBITOTHEHUS
MEpONPUATUI  JOJDKHBI OCYILIECTBIIATHCS B COOTBETCTBUM C TMOPSAKOM IIJIJAHUPOBAHUSA
MeponpusaTuil o 3amurte nHpopmaruu B UC ML «Meanpemuym» 1 KOHTPOJIS UX BBITTOJHEHUS,
pa3pabotanHbiM B pamkax BHeapenust C3U NUC.

8.3. B xome mnnaHupoOBaHMS MEPONPUATUNA IO TPOBEACHUI0 BHYTPEHHHMX IPOBEPOK
pexxnMa 00paboTku u 3ammThl [1/{H B YupexaeHnn ocymecTBIsIeTcs:

— OINIpEZCIICHNE JIML, OTBETCTBEHHBIX 34 OCYILECTBICHHE BHYTPEHHErO0 KOHTPOJIS
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cootBeTcTBUsA o00Opabotku II/ln B MIl «Mennpemuym» TpeOOBaHUAM, YCTaHOBICHHBIM
®enepanbHbIM 3aKOHOM «O MEPCOHATIBHBIX JAHHBIX» U MPUHATBIMU B COOTBETCTBHUHM C HUM
HOPMaTUBHBIMHU [TPABOBBIMU aKTaMU;

— YTBEpXKJCHHE TPAaBUJ OCYIIECTBICHUS BHYTPEHHETO KOHTPOJSI  COOTBETCTBUS
obpabotku [1[In TpeboBanusiM, ycTaHOBIEeHHBIM DenepanbHbIM 3aKOHOM «O MEepCOHATBHBIX
JAHHBIX» U IPUHATBIMU B COOTBETCTBUM C HUM HOPMATHUBHBIMU IIPABOBBIMU aKTaMU;

— YTBEpXKJACHHUE Ha IUITAaHUpYyeMbIi niepuo (roa) npukazoMm (PykoBoauTens opranusanun)
ML «Mennpemuym» IjlaHa TPOBEECHUSI BHYTPEHHHUX MPOBEPOK pexkrMa 0OpabOTKU U 3allUTHI
I1/T1 B Yupexnenuu.

8.4. B xoxe ananmsa yrpo3 6e3omacaoctu naHpopmaiuu B UC ocymecTBiseTcs:

— BBISIBJICHHE, aHAJIU3 U ycTpaHeHue ysa3Bumocreit 1C;

— aHaJIU3 U3MEHEeHUs yrpo3 OezonacHocT uHpopmarmu B UC;

— OLIEHKa BO3MO>KHBIX MOCJIEJICTBUHN peanu3anuu yrpo3 6e3omnacunoctu nHpopmanuu B UC.

[leprogMYHOCTE MPOBEAEHUS yYKa3aHHBIX MEPOIPHUSATUN HA MIAHUPYEMBIM mepuoj (rom)
OTIpeIeNIAETCS €KETOIHBIM IJIAHOM MEPONPUATUMN 10 3aIIUTE WH(OPMAIIHH.

8.5. B xoxe ympasnenus (aamuauctpupoBanus) C3U ocymiecTBiastoTCs:

— oIpezieNieHue JINLI, OTBETCTBEHHBIX 3a ynpasieHue (aanmMuauctpupoBanue) C3U UC;

— YIpaBJIeHUE YYETHBIMHU 3anucsMu nojibs3oBateneit MIC u nopaepkaHue B akTyalbHOM
COCTOSIHMM IPaBWJ pasrpanndeHus nocryna B MC;

— yIpaBJeHue cpeacTBamMu 3anmuTsl nHbopmanuu B UC;

— yIpaBjeHlue OOHOBJIECHUSMHU MPOTPAMMHBIX M MIPOTrPAMMHO-ANNapPATHBIX CPEJICTB, B TOM
YHCIIe CPENICTB 3aIUTh HHPOPMAIUH, C Y94eTOM ocoOeHHocTel pyHkunonupoBanus 1C;

— nenTpanuzoBanHoe ynpasienue C3U UC (mpu HeoOX0auMOoCTH);

— MOHHUTOPHMHT U aHAlU3 3apEerUCTPUPOBAaHHBIX coObITUH B MC, CBSI3aHHBIX C 3aIlIUTOMN
nHpopMaiuu (1anee — COOBITHS OE30MaCHOCTH);

— obecnieuenne ¢pynkuonupoBanusi C3U1 UC B xone ee skciuTyaTaiuu, BKIOYas BEICHUE
9KCIUTyaTallMOHHOW JOKYMEHTAlMM W OpraHU3allMOHHO-PACHOPSAUTENBHBIX JTOKYMEHTOB I10
3amuTe UHPOPMAIIIH.

8.6. B xome BbIsSIBIEHUS! MHIIUACHTOB U PEarnpOBAHMsI HA HUX OCYIIECTBISIOTCS:

— oOHapyXeHue W UASHTU(UKAINS WHIUJIECHTOB, B TOM YUCJIE OTKAa30B B OOCITYKMBaHUH,
cOoeB (mepe3arpy3ok) B paboTe TEXHHYECKUX CPEACTB, MPOTPAMMHOTO 0OECIICUCHHS U CPEJICTB
3amuThl THGOPMAIIUY, HAPYIIEHUH MPABUI Pa3rPaHUUYEHUS TOCTYIIA, HEITPAaBOMEPHBIX JICHCTBHIMA
1o cobopy uHpopmaIu, BHEAPEHUN BPEJOHOCHBIX KOMITBIOTEPHBIX MPOrpaMM (BUPYCOB) M MHBIX
COOBITHH, MPUBOAIINX K BOSHUKHOBEHHUIO UHITU/ICHTOB;

— cBOeBpeMeHHOe HH(popmupoBanue nonb3osareasiMu MC u agmunuctparopamu UC nu,
OTBETCTBEHHBIX 3a BBISIBICHUE HHIMJCHTOB W pearupoBaHUE Ha HHUX, O BO3HUKHOBEHUU
nuuaeatos B UC;

— aHaJIU3 UHIUACHTOB, B TOM YHCJIE OINpe/eNieHne UCTOYHUKOB U MPUYMH BO3ZHUKHOBEHHUS
MHIUJEHTOB, a TAKXKE OLIEHKA UX MOCIEACTBUN;

— IUIAHUPOBAaHUE M TMPUHATHE MEp MO YCTPAaHEHUIO HHIMACHTOB, B TOM YHCIE IO
BoccTaHoByieHHI0 MIC u ee CerMeHTOB B ciydyae OTKa3a B OOCHY>KMBAaHHUU WIIM MoOcjie cOOeB,
YCTPAHEHHUIO TOCIEJCTBUN HApYIIEHUsS NPaBWI pasrpaHUYEHUs JOCTyNa, HENPaBOMEPHBIX
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AelcTBUi 1O cOopy HMHpOpPMaLMK, BHEAPEHHUsS] BPEAOHOCHBIX KOMIBIOTEPHBIX IPOrPaMM
(BUpYCOB) U UHBIX COOBITUH, IPUBOASIINX K BOSHUKHOBEHHUIO UHIUICHTOB;

— IUIAHAPOBAHUE W IPUHATUE MEp IO IPEIOTBPAILECHUIO NOBTOPHOIO BO3HMKHOBEHMS
MHIUCHTOB.

8.7. B xone ynpasienus kounduryparuein C u ee C3U ocymecTBiIstoTCS:

— OINIpEZCNIEHNE JML, KOTOPBIM pa3pelleHbl JEHCTBUSA 10 BHECECHUIO M3MEHEHUH B
koHpurypamuto IC u ee C3U, ux noiHOMOYUS;

— onpezaenenne komnoHeHToB MC u ee C3U, nmomexamux H3MEHEHHIO B paMKax
yhopaBlieHuss KoH¢urypanueil (uaeHTUUKanMs OOBEKTOB YIpaBlIEHUs KOH(Urypanuen):
IporpaMMHO-aNapaTHble, IPOrpaMMHBIE CPEJCTBA, BKJIOYAs CPEICTBA 3aIIUThl MH(pOpMAIUH,
UX HaCTPOWKH U MPOrpPaMMHBIN KOJI, SKCIUTyaTallMOHHAs JOKYMEHTalusl, HHTepdeiichl, (hailibl u
MHbIE KOMIIOHEHTBI, OAJIeKallllie U3MEHEHHUIO U KOHTPOJIIO;

— ynpasnenue usmeHenussmu MC u ee C3U: pa3paboTka mnapamMeTpoB HaCTPOMKH,
oOecreynBarouUX 3alUTy UH(OPMALMY, aHAJIU3 MOTEHIIMAIBHOIO BO3ACHCTBUS IIAHUPYEMBIX
M3MEHEHUH Ha 3aIuTy UH(opManuu, caHKIMoHupoBaHue BHeceHus usmenenuii B IC u ee C3U,
JOKYMEHTHpPOBaHHUE JACWCTBUN MO BHeceHHI0 u3MeHeHudl B MC u coxpaHeHue NaHHBIX 00
n3MeHeHusIX KoHpurypauuu UC;

— KOHTPOJIb JIecTBUM 1o BHeceHuto n3menenuii B IC u ee C3U.

8.8. B xoxe nnpopmupoBanus u ooyuenus nepconana MC ocymecTBisercs:

— uHpopmupoBanue mnepcoHasa MC o MNOSABIEHUM aKTyalbHBIX YIrpo3 O€30MacHOCTH
uHpopMaIMHy, o mpaBuiiax 6e3zomnacHoit sxcruryatauuu UC;

— noBenenue 1o nepcoHana MC TpeGoBaHuid mo 3amure HHPOPMALMU, a TaKKe
MOJIOKEHU  OpraHU3alMOHHO-PACIOPSIIUTENBHBIX JOKYMEHTOB [0 3aIluTe HWHGpOpMaluu C
Y4E€TOM BHECEHHBIX B HUX U3MEHEHUM;

— ob0yuyenune mnepconHasa MC mpaBuiaM HKCIUTyaTallud OTHENBHBIX CPEJICTB 3aIMTHI
uH(pOpMaLINH;

— IIPOBEACHUE MPAKTUYECKUX 3aHATUM M TPEeHUPOBOK ¢ nepcoHanom HWC 1o
OJIOKMPOBAHMIO YIpo3 0€30MaCHOCTH HH(OPMALIMU U pearnpoBaHUIO HAa MHLUICHTHI,

— KOHTpPOJIb ocBenoMiieHHOCTH TiepcoHana MIC 06 yrpo3ax Ge3omacHOCTH UH(POPMAIIUU U
ypoBHs 3HaHMii nepconana MC no Bonpocam obecniedeHust 3auThl HHHOPMAIUH.

[leproguYHOCTH TPOBEEHUSI yKa3aHHBIX MEPOIPHUSATUI HA MIAHUPYEMBIM mepuoj (rom)
OTIpeIeNIAeTCs eXKErOAHBIM IIJIAHOM MEPOTIPUSATUHN O 3alUTe HH(OPMAIIIH.

8.9. B xome KOHTpois 3a oOecrnedeHHEM YpOBHS 3aIlUIICHHOCTH WH(POPMAIHH,
coaepxamierca B UC, ocyiiecTBIsOTCS:

— KOHTpOJb (aHanmM3) 3allMIIEHHOCTH UWHPOpMAIMM C  y4eToM OcoOeHHOCTEeH
¢dbyukumonuposanus UC;

— a”Hanu3 U oueHka ¢ynkuuonupoBanus MC u ee C3U, Bkitoyas aHanu3 U yCTpaHEHHE
ySI3BUMOCTEH M MHBIX HEAOCTaTKOB B (pyHKIMoHUpoBanuu C31 UC;

— JIOKYMEHTUPOBAHHUE TMPOLEAYp U PE3YNbTATOB KOHTPOJS 3a OOecneueHueM YpOBHS
3aIUIICHHOCTH MHpopManuu, conepxameiics B UC,

— NPUHATHE pEIIeHUs [0 pe3yJbTaTaM KOHTPOJIsl 3a O00ECleYeHHEM  YpOBHS
3amuIieHHocTH  uHpopmanuu, coaepxameiics B HMC, o HeoOxomumocTn I0pabOTKU
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(monepuuzarun) ee C3MU.

MeponpusTusi 0 KOHTPOJIIO 32 00ECIEYEHUEM YPOBHS 3alMIIEHHOCTH MH(OpMAIU Ha
attectoBanHOM MC BKIIIOUAIOTCS B €KETOIHBIN IJIaH MEPOIIPHUATHI 1O 3a1uTe HHHOPMALIUH.

Kountposb 3a obecrnieueHremM ypoBHS 3alIUIIIEHHOCTH HH(popManuu Ha atrtectoBaHHOM MC
MIPOBOAUTCS YUpPEKACHUEM CaMOCTOSTENBbHO WM C INPUBICYEHUEM OPTraHU3alUH, MMEIOLIEH
JUIEH3UI0O Ha OCYUIECTBJICHHE JESATEIHHOCTH MO TEXHUYECKOW 3amuTe KOHQUIACHIIMAIbHON
uHpopmanuy, BeigaHHyt0 ®CTIK Poccun B cooTBercTBUU ¢ [losokeHHEM O JIUIIEH3UPOBAHUU
JESTEIIbHOCTU MO TEXHUYECKOM 3amuTe KOH(HUICHUIUAIbHOW HHGOpPMAIUU, YTBEPKIECHHBIM
noctanoBieHueM [IpaButensctBa Poccutickoit @enepanuu ot 3 deBpans 2012 r. Ne 79.

[To pe3ynpTaTaM KOHTpPOJS 32 OOECHEUYEHHEM YpPOBHS 3allMIIEHHOCTH MHQOpMaluu Ha
attecroBanHoi MC odopmisieTcss MpOTOKOI M BHOCUTCS OTMETKA B TEXHWYECKUH MAcHopT Ha
NC. TIpoToKOoIIBI KOHTPOJIS 3alIUTHl HH(POPMAIIUU HAa aTTECTOBAHHOM 00BbeKTe MH(MOPMATU3AIUU
HE peXe OJHOro pa3a B JABa roaa npeacrtabisitorcs YupexaenueM Bo DCTIOK Poccum
(tepputopuanbubiii opran @CTIK Poccun).

HenpencraBnenue npoTokosioB KoHTposs 3amuTbl uHGopmanuu Bo DGCTIK Poccuu
(tepputopuanbubiii opran @CTOK Poccun) sBisieTcss OCHOBaHHEM I MPUOCTAHOBJICHUS
nerctBus arrectata coorsercTBus Ha UC.

8.10. B ciyuae pazButus (Moaepamu3anmn) MC, B Xo1e KOTOPOro n3MeHeHa KOHPHUTypaIus
(mapameTpbl HACTPOWKHM) MPOrPAMMHBIX, TPOTPAMMHO-TEXHUYECKUX CPEACTB U CPEJCTB 3aIIMUThHI
uH(pOpPMAINK, HCKIIOYEHBl MPOTPaMMHBIC, MPOTPAMMHO-TEXHUYECKHUE CpPEACTBA U CPEICTBA
3aIUThl UHPOpPMALUK, AOMOJHUTEILHO BKIIOUEHBl aHAJIOTMYHBIE CPEJCTBA WJIM 3aMEHEHbI Ha
aHAJIOTMYHBIE CPEJCTBA, IPOBOASITCS JONOJIHUTEIbHBIE ATTECTAIMOHHBIE UCIIBITAHNS OPTaHOM IO
aTTecTallud B COOTBETCTBMM C [lopsKOM opraHusainuu U MpoBeAECHUs padOT MO aTTecTaluu
00BEKTOB HMH(pOpMATU3allMM HA COOTBETCTBUE TpeOOBaHHSAM O 3alUTe HHOOPMAIIH
OTPaHMYEHHOTO JIOCTYIla, HE COCTaBIAIOIIEH TOCYJAapCTBEHHYIO TaliHy, YTBEPXKIACHHBIM
npukazoM @OCTIK Poccunm ot 29 anpenst 2021 r. Ne77. Csenenus 00 HM3MEHEHUSX
arrectoBaHHON MC ¥ NpOBENEHHBIX IMpPH 3TOM AaTTECTALMOHHBIX HCIBITAHMSIX BKIIOUYAIOTCA
YupexaeHneM B TEXHUYECKUI nacnoprt. JledcTBUe aTTecTaTa COOTBETCTBUS HE MIPEKPAILIACTCS.

8.11. B cnywae pazsutus (moaepuuzanuu) WC, nmpuBojsmiero K MOBBIIMICHHIO Kiacca
3alMIIEHHOCTU (YPOBHS 3alIUMIIEHHOCTH, KaTeropuu 3HauuMocTH) MC u (Munu) K M3MEHEHUIO
apxutekTypel C3M MC B yacTh W3MEHEHHs BUJOB M THUIOB IPOTrPaMMHBIX, MPOrPAMMHO-
TEXHUYECKHUX CPEJICTB M CPEJACTB 3alUThl HH(pOpManuu, n3MeHeHus: cTpykrypbl C3U, cocraBa u
MECT pACIOJIOKEHUSI O00bEeKTa MHPOpPMAIMM U €ro KOMIIOHEHTOB, MPOBOAMTCA IOBTOpPHAs
aTTectalus B cOOTBETCTBUU ¢ llopsiikoM opraHu3anvu W NMpoBeAeHHUs pabOT MO aTTecTaluu
00BEKTOB HMH(pOpPMATHU3AMM HA COOTBETCTBHE TPEOOBAHUSAM O 3alure HWHPOPMaLUU
OTPaHMYEHHOTO JIOCTYIla, HE COCTaBISIOIIEH TOCYIAapCTBEHHYIO TaliHy, YTBEPKIECHHBIM
npukazoM @CTIK Poccun ot 29 anpens 2021 r. No 77.

9. OBECIIEYHEHHUE 3AIIIUTHI UH®OPMAIIUUA ITPU BBIBOJE U3
SKCIUIYATAIIUU ATTECTOBAHHOM HH®OPMAIIMOHHON CUCTEMbBI MJIN
MHNOCIJIE IPUHSATUSA PEHHEHUS Ob OKOHYAHUN OBPABOTKU HH®OPMAIIUU

9.1. OGecnevenne 3amMTHl UHDOPMAIMK TIPU BBIBOJE M3 IKCIUTyaTaIlMM aTTECTOBAHHOMN
NC wnm mocie mpuHATUS penieHuss 00 OKOHYaHUU 00pabOTKM WH(OpPMalUKM OCYIIECTBISCTCS
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VYupexaeHrneM B COOTBETCTBUM C OKCIUTyaTalMOHHOW jJokyMeHTanmuedn Ha C3U wu
OpraHU3aMOHHO-PACTIOPSAUTEILHBIMU JOKYMEHTAMH IO 3allliTe MHPOPMALMU U B TOM YHUCIIE
BKJIIOYAET:

— apxuBHpoBaHHe HHpopManuu, coaepxkauieiicsa B UC;

— YHUYTOXKEHUE (CTHpaHue) JaHHBIX U OCTATOYHON MH(POPMAIIMU C MAIIMHHBIX HOCUTENEH
vHpopManuu 1 (MIM) YHHYTOKEHNE MAIIMHHBIX HOCUTEJICH HH(POpMAITUH.

9.2. ApxmuBupoBaHue wHpoOpMaIuu, coaepxkarieics B C, TOKHO OCYIIECTBISATHCS TIPU
HEO0OXOIMMOCTH JTaJbHEHIIIET0 UCTIOIh30BaHUS MH(OPMAIINY B IEATEILHOCTU Y UPEKICHUSI.

9.3. VHuuTOXeHHE (CTHpaHHWE) AAaHHBIX M OCTAaTOYHOW HWH(POPMAIMM C MAIIWHHBIX
HOcHUTeNeH MHPOpMaluu NPOU3BOIUTCS MPU HEOOXOAMMOCTH NEPEayd MAIIMHHOTO HOCHTEIS
uHpopmanuu Apyromy noinb3oBarento MC wnm B CTOpOHHHE OpraHu3aliu Ui PEMOHTA,
TEXHUYECKOr0 0OCIYy)KMBaHUS WIM JalbHEMIIero ynuuroxenus. [lpu BeIBoie U3 3KCIUTyaTaluu
MalIMHHBIX HOCHUTENeH WH(GOpMAIUMU, Ha KOTOPBIX OCYIIECTBISIIUCH XpaHEHHE U 00paboTka
uH(pOpPMAIIMK, OCYIIECTBISETCS (U3MUECKOEe YHUYTOKEHHE OJTHX MAIIMHHBIX HOCHUTENEH
MH(}OPMALINH.



